Name of Traveler(s): Lidong Chen, Dustin Moody, Andrew Regenscheid, and Yi-Kai Liu

Division/OU: Computer Security Division and Applied and Computational Mathematics Division, ITL
Countries and Institutions Visited: Toronto, Canada
Travel Dates: September 18 – 22, 2016 

Purpose of trip: To speak and serve as panelists at the 4th ETSI/IQC Workshop on Quantum-Safe Cryptography, and to meet with European Government Representatives to discuss strategies and technical issues on post-quantum cryptography. 
NIST International Goals Addressed (check all appropriate):

 FORMCHECKBOX 
  
Measurement and standards infrastructure that enables global market access for U.S. products


 FORMCHECKBOX 

Global leadership in measurement science as a foundation for emerging technologies


 FORMCHECKBOX 

Harmonized standards and transparent regulatory regimes


 FORMCHECKBOX 

Support for US Foreign Policy Objectives  

Important Contacts: 

1. Michele Mosca, co-founder and deputy director of Institute for Quantum Computing at the University of Waterloo

2. Norbert Lütkenhaus, Institute for Quantum Computing (IQC), Waterloo
3. Luis Jorge Romero, ETSI Director-General 
4. Manfred Lochter, the German Federal Office for Information Security (BSI)
5. Colin Whorlow, Head of International Standards, CESG, UK


Highlights/Summary: 
1. The 4th ETSI/IQC Workshop took place in Toronto, Canada, on September 19-21, 2016. The workshop began on September 19 with a special Executive Track, followed by two days of in-depth technical talks and presentations. 
a. At the Executive Track, Andrew Regenscheid participated in a panel titled “Public Sector Views On Quantum Computers and Threats to Governments”.  Andrew shared NIST’s view on preparing cybersecurity in a quantum era, and also introduced NIST’s efforts in post-quantum cryptography, quantum information research, collaboration with academics, and standardization initiatives. 
b. Also at the Executive Track, Lidong Chen participated in a panel titled “The Importance of Standardization.” The panel discussed some issues about future post-quantum cryptography standardization. Lidong Chen shared views on the importance of public scrutiny for the cryptographic tools to be standardized and the importance of crypto agility for future migration.  

c. On the first day of the technical program, Andrew Regenscheid gave a talk in the “World Tour session” focusing on the recent NIST steps in post-quantum cryptography standardization. 

d. Also on the first day, in the second technical session “Joint Global Efforts,” Yi-Kai Liu presented a summary of news from the QCrypt 2016 conference. Yi-Kai was the lead local organizer of QCrypt 2016, and the chair of the QCrypt steering committee in 2015-2016. He summarized the major research results presented at QCrypt, focusing on loophole-free Bell tests, quantum protocols for secure multiparty computation, quantum cryptanalysis, quantum key distribution, and quantum networks.  

e. During the fourth technical session, Lidong Chen and Dustin Moody gave a joint talk titled “Towards Post-Quantum Cryptography Standardization”. The presentation discussed the main technical issues and challenges observed in developing draft requirements and evaluation criteria in the NIST call for proposals.
2. Compared with the previous ETSI Quantum-Safe Workshops, this workshop attracted more participants (179). At the workshop, the following was observed:
a. Industry has initiated substantial efforts in this area. Microsoft, Cisco, and Intel shared their efforts, views and plans.
b. Different standards organizations have been engaged in developing post-quantum cryptography standards. In particular, ETSI, ISO/IEC JTC 1 SC27, and the Cloud Security Alliance all reported on their standards progress.
c. Many joint projects on post-quantum cryptography and quantum information (such as the EU projects PQCrypto, and Safecrypt), are gathering expertise and making recommendations. 
d. Hybrid modes seem to have become more in favor as an interim migration solution. Some industry representatives clearly expressed that even though hybrid modes will not help to improve performance, they provide opportunities to try out post-quantum cryptographic primitives and to better understand these new tools. 

e. Japan, Korea, Canada, and China have devoted substantial resources to quantum key distribution (QKD), and are building long-distance QKD networks. But people still have varied opinions about how to use QKD in existing applications. 
3. The comment period for NIST’s draft requirements and evaluation criteria closed just before the workshop. NIST travelers had many opportunities to discuss with the workshop participants and received many helpful suggestions. 
4. On September 22, Andrew Regenscheid, Dustin Moody, and Lidong Chen met with European government agencies, including BSI (Germany), ANSSI (France), CESG (UK), NSM (Norway), and NCSA (Sweden). At this meeting, each agency updated their progress in quantum related projects. The representatives also discussed confidence and developments for each of the primary PQC families. It is a common understanding among the agencies that QKD cannot replace post-quantum cryptography, and shall not be considered as a standalone solution. The agencies also verbally discussed their comments and suggestions on NIST’s call for proposals. 

Benefit to NIST: Developing cryptography standards which can resist quantum computing techniques is a high priority task for the NIST cryptography team. NIST’s role in post-quantum cryptography standardization has been the leading effort. The workshop is a great opportunity for the NIST team to obtain feedback from the international community. 

Key Technologies/words: All the key technologies/words are included in the above fields [These should be words that are not in any of the above fields that would help in a search. They could include Administrative Priorities, project names, industry sectors, technical areas of relevance, etc.]


Follow-up actions for OU (if any): None
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